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Abstract 

This paper presents the system design and the first practical experiences of a Distribution Area Monitoring 

System (DAMS) that was practically applied in the German 110 kV network. With regard to the involved com-

ponents of the larger ICT system, the software architecture – including standardized Smart Grid communica-

tion protocols and interfaces – is described. As a main component, a linear state estimator is presented, that 

uses only phasor measurements to calculate the complex-valued node voltages. Real measurement data 

provides the necessary input for observing the typical characteristics in distribution systems and for analyzing 

accuracy and plausibility of the results. A consecutive state assessment is applied in order detect violations of 

permissible operation limits.   
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Introduction 

A study by the German Energy Agency (DENA) identified a high demand on ancillary system services provid-

ed by distributed energy resources (DER) in the future [1]. In particular local voltage support by reactive (and 

indirectly by active) power adjustments as well as provision of (synthetic) spinning reserve are the main is-

sues. Since most of the larger DER are installed in the 110 kV level and subordinate networks, the influences 

of this highly volatile generation technology will primary show its stability impacts there. As a result, more re-

sponsibilities concerning necessary ancillary service contributions are expected to be shifted from the TSO 

towards the DSO. 

Since the active real-time coordination of DER providing ancillary services in the distribution grid requires ex-

act information about the actual state, the quality of conventional SCADA is no longer high enough. On the 

one hand, it needs to be supplemented by high-accuracy measurement devices utilizing synchrophasor tech-

nology [2], and on the other hand, new data standards and data transmission interfaces need to be imple-

mented in order to unify communication requirements and to improve the interoperability between the increas-

ing numbers of DER and the operators. 

The realization of a system for real-time monitoring and control of DER in the 110 kV level is the essential 

target of the project SECVER [3], funded by the German Federal Ministry for Economic Affairs and Energy. In 

this context, a region in Germany was chosen that has a high amount of renewable energy production in com-

parison to its average consumption. With an installed wind power capacity of 160 MW and an installed photo-

voltaic capacity of about 40 MW facing an overall peak load of 220 MW the considered region is characterized 

by many energy export situations during the year. As one part of the project, this paper focuses on the distri-

bution area monitoring system (DAMS) and its configuration for practical use in the German 110 kV power 

grid. 

 

System design 

Components 

The DAMS is part of a larger system that consists of several other components, whose interaction allows for 

the completion of the desired task. The main components are: 

1) Distribution Area Monitoring System (DAMS) 

The DAMS performs the task of calculating the state vector of the system through optimally pro-

cessing the provided system and measurement data. Subsequently, an assessment of the system 

state is possible, e.g. detecting line current and node voltage violations. 

2) Distribution Area Control System (DACS) 

Using the calculated system state provided by the DAMS, the main task of the DACS is to perform an 

optimization of the power system. Through the determination and the transmission of new active and 

reactive power set points for the integrated DER a stable operation of the power system shall be en-

sured. 

3) Measurement and Control Devices  

For measurement and control purposes phasor measurement units (PMU) are used to provide high 

accuracy measurement data from the field while remote terminal units (RTU) are used to transmit the 

set point values to the process level of each power unit. 

 

Measurement of power system parameters 

Regarding the acquisition of power system parameters, PMUs are used to provide high precision voltage and 

current measurements tagged with a time stamp several times per second [2]. Since they deliver a phasor as 

output, measured values from different nodes in the network can be compared directly. 

To achieve full observability a sufficient number of topological network nodes need to be monitored. This was 

the main target when the placement of PMU devices in the considered 110 kV region was performed. Addi-
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tionally, technical limitations, e.g. accessibility of nodes and limited number of PMU input channels, as well as 

legal requirements like the protection of DSO customer data, were taken into account. 

 

Control of power unit set points 

In order to perform a control of the DER, set points are transmitted from the DACS to the RTUs, which serve 

as a gateway between the proprietary process level of the individual unit and the described optimization sys-

tem. The RTUs provide a generic interface for setting control values and acquiring measurement data. Addi-

tionally, they need to make sure that a safe and reliable connection between the control system and the RTU 

is guaranteed. For the use in project SECVER the RTUs are configured in such a way, that they are able to 

set control values for active and reactive power while continuously providing measurement values for voltage, 

current, active and reactive power. 

 

Information and communication architecture 

In order to fulfill the requirements of the system and ensure a reliable and safe operation, an appropriate ar-

chitecture for information and communication usage is necessary. The basic structure of this architecture in-

cluding the described main components is shown in Fig. 1. 

 

 

Fig. 1: ICT concept 

 

All necessary data for the calculation is provided by the database and the measurement devices in the field. 

The communication of all the components inside the SECVER control center relies on the common infor-

mation model (CIM) according to IEC 61970 [4] and IEC 61968 [5]. Not all data according to this standard is 

necessary for the purposes of the system, so a reduced data model was developed. Additionally, an appropri-

ate SECVER data exchange profile for distribution network operation was defined. 

The communication between the control center and the field devices is done in two ways. For data exchange 

between the control center and the PMUs the IEEE C37.118 [6] standard is applied. The received measure-

ment data is converted to a CIM conform data format in the SECVER gateway. A similar conversion is also 

realized for the RTUs, while here data exchange takes place in both directions, since RTUs transmit meas-

urement values to the control center and control values to the connected power units. The RTU communica-

tion is realized according to IEC 61850 [7], using the underlying MMS protocol [8] in connection with IEC 

61850-8-1 [9]. 
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To make sure the communication is safe and reliable, suitable measures are taken to ensure a robust com-

munication link. These measures are described in the IEC 62351 series [10] and their application is described 

in [11]. 

 

Linear state estimation 

The state estimation aims on the accurate determination of the system’s state vector x [12], either in terms of 

voltage magnitude and angle or expressed as complex value containing real and imaginary part respectively, 

see (1). 

 

𝑿𝑇 = [𝑣1  … 𝑣𝑛] (1) 

  

Where vi is the complex voltage of node i. 

Due to a better performance in MATLAB®/SIMULINK the second option was chosen for calculations, though 

PMU devices usually provide data in polar coordinates. Since measurement data is exclusively based on 

PMU, the state estimation approach results in a linear equation system shown in (2). 

 

𝒛 = 𝑯𝒙 + 𝜺 (2) 

 

Where z is the measurement vector, H is the measurement matrix describing the mathematical relation to x 

and ε contains the individual errors due to measurement uncertainties. 

Using PMU measurements there are only three different types that need to be distinguished for setting up the 

measurement matrix H: 

1. PMU voltage measurements 

2. PMU line current measurements 

3. PMU load current measurements 

The general state estimation approach can then be formulated more precisely in (3). 

 

[

𝒗PMU

𝒊PMU,Line

𝒊PMU,Load

] = [

𝑯1

𝑯2

𝑯𝟑

] ∙ 𝒙 + [

𝜺1

𝜺2

𝜺𝟑

] (3) 

 

Since PMU voltage measurements directly acquire the wanted value xi, respective elements in H1 can be set 

to 1. The individual relation between the current measurements and the complex node voltage values de-

scribed by H2 and H3 can be derived using the pi equivalent circuit for network branches shown in Fig. 2. Ac-

cordingly, (4) describes the associated mathematical dependencies. 

 

[
𝑖𝑖𝑗

𝑖𝑗𝑖
] = [

𝑦𝑙,𝑖𝑗 + 𝑦𝑠,𝑖𝑗 −𝑦𝑙,𝑖𝑗

−𝑦𝑙,𝑖𝑗 𝑦𝑙,𝑖𝑗 + 𝑦𝑠,𝑖𝑗
] ∙ [

𝑣𝑖

𝑣𝑗
] (4) 

 

A suitable solution of (2) or (3) respectively can only be achieved, if the equation system is at least exactly 

defined. Depending on the available number of measurement values, over-defined relations can be addressed 

by using the Weighted Least Squares (WLS) algorithm [13]. Here, the residual deviations between the meas-

urements in z and H∙x are minimized. 
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Phasor measurements in distribution 

A real German 110 kV distribution grid was used for practical phasor measurement implementation. Fig. 3 

shows the original network topology (left) and indicates PMU installations by voltage and current measure-

ment points. In this configuration full observability according to [14] could be provided by the exclusive use of 

PMU. In contrast to other investigations, multi-area decomposition as described in [15] and the use of non-

synchronized measurements addressed [16] were not necessary. 

 

Data acquisition 

All necessary network information covering the grid’s actual topology based on the switch positions in the 

substations, the line equivalent circuit values and the local assignment of measurements can be queried from 

a central data base system. Additionally, the SECVER gateway (see Fig. 1) is responsible for gathering all 

information of the installed PMU online. By preselecting consistent measurement sets with an identic time 

stamp, it provides the input data for the DAMS. 

 

Fig. 2: Pi equivalent circuit 

 

First test measurements in the field revealed a high degree of unbalance. Single-phase considerations would 

subsequently lead to inaccurate power system calculations. Since most of the industrial phasor measurement 

units already support symmetrical components transformation, the use of positive, negative and zero se-

quence system values seems to be the most expedient solution. Tab. 1, 2 and 3 show the synchronized raw 

measurement data of the positive sequence system transmitted to the DAMS (with identical time stamps of all 

values). 

 

Table 1: PMU node voltage measurements 

Node 
number 

Magnitude of positive 
sequence voltage in kV 

Phase angle of positive 
sequence voltage in ° 

2 67,22 -94,81 

3 67,19 -94,87 

4 67,21 -95,73 

5 67,29 -95,81 

6 67,23 -95,78 

7 67,24 -95,97 

9 66,55 -95,89 

10 66,89 -95,84 

11 66,99 -95,98 

12 66,96 -95,97 
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Table 2: PMU line current measurements 

From 
node 

number 

To node 
number 

Magnitude of positive 
sequence current in A 

Phase angle of positive 
sequence current in ° 

4 1 59,84 87,89 

5 16 24,02 -21,54 

6 8 107,36 90,82 

7 17 19,42 25,65 

11 14 108,70 -111,71 

12 13 39,41 -116,67 

 

Table 3: PMU load current measurements 

Node 
number 

Magnitude of positive 
sequence current in A 

Phase angle positive 
sequence current in ° 

2 73,76 -98,14 

3 74,22 -101,58 

 

 

Fig. 3: 110 kV distribution network topology with PMU measurements (left) and minimized network (right) 

 

Processing 

As the voltage measurements in Tab. 1 already indicated, a low magnitude and angle difference between the 

nodes can be observed. This typical characteristic of distribution grids was also confirmed by the results of the 

linear state estimation. Together with the limited accuracy of both the line model and the PMU measurements 

this has negative impact on subsequent power flow calculations that aim on assessment studies. Therefore, it 

is suggested to summarize nodes of the same station and to assign averaged values for voltage magnitude 

and angle. The resulting minimized network structure is illustrated on the right side of Fig. 3, where the nodes 

have been given new numbers. Brackets indicate the summarized nodes from the original system. 

For further considerations, all data is transformed to per-unit values, where the base voltage is 110 kV and the 

base power is 100 MVA. In addition, all angle differences were referenced to node 10 (16), because it also 

served as the slack node for load flow calculations. 

The mean values describing the individual node voltage phasors of the transformed structure can be viewed in 

Fig. 4. Provided that the state vector is complete, (4) and (5) can then be applied to get information regarding 

the line current and the load power at the nodes. 
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𝑠𝑖 = 𝑣𝑖 ∙ (∑ 𝑦𝑖𝑗𝑣𝑗

𝑛

𝑗=1

)

∗

 (5) 

 

Information regarding active and reactive power demand is given in Fig. 5. Fig. 6 shows the individual line 

current of the branches relative to its maximum thermal line current. Those calculations are necessary for 

subsequent load flow studies and power system sensitivity analysis. 

 

Analysis and assessment 

The aim of the system state assessment is to detect violations of grid parameter limits according to [17] and 

transgressions of rated asset data. In this context, the quitting of permissible voltage ranges and the exceed-

ance of maximum thermal line currents are the most severe indicators of the existence of critical situations 

that the DACS would have to eliminate in the following step (see section II.A.2). 

 

Fig. 4: Node voltage magnitude and angle 

 

Fig. 5: Active and reactive power demand 
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Fig. 6: Line current utilization 

 

The state vector as a result of the used measurement set shows a slightly increased voltage magnitude at all 

nodes (Fig. 4). A possible cause is a high power feed-in coming from strong wind and photovoltaic penetra-

tion. Negative values for active and reactive power in Fig. 5 support this assumption. 

Fig. 6 indicates the utilization of the lines. Taking into account the (n-1) criteria, branch number 11 could en-

danger a secure operation of the distribution grid, because the value exceeds 60 % of the permissible limit. 

 

Initiating countermeasures 

In order to fix the occurring disturbances, the DACS provides necessary functions covering congestion man-

agement and voltage stability analysis. New values for active and reactive power of controllable DER received 

from online calculations as well as a reliable ICT infrastructure allow for the fast adaption of operating points. 

First practical experiences have been made in a radial 20 kV network in [18]. Closer descriptions of the DACS 

shall not be part of this paper and will be addressed in other publications. 

 

Summary and conclusions 

This paper described the practical experiences of handling PMU values in a 110 kV distribution grid as part of 

a Distribution Area Monitoring System. Real measurement values based on the exclusive use of PMU data 

have been analyzed in order to validate the function and the performance of a linear state estimation ap-

proach. 

The major advantage compared to conventional state estimation is the linear relation resulting from the appli-

cation of PMU. No iterative method for solving non-linear equations is necessary, since the measurement 

matrix H does not depend on the system state. Consequently, a higher performance can be achieved, that 

creates the preconditions for consecutive online investigations and for handling big data in the future. 

Regarding the measurement values, typical characteristics of distribution networks could be observed more 

accurately. An important challenge that has been revealed is how to handle small angle differences in connec-

tion to the limited accuracy of phasor measurements. Though PMU provide a much better quality than non-

synchronized measurements their application in distribution grid requires stringent conditions. A solution ap-

proach that has been presented is the summing-up of bus bar sections belonging to one and the same sub-

station. Indeed, individual PMU errors can be compensated, but the minimized network does not represent the 

original behavior in its entirety. Further investigations need to address that more extensively. 

Eventually, it was proven, that DSO can benefit from the use of synchronized phasor measurements and their 

improved capabilities regarding computation time, reliability and accuracy. Thus, an intelligent placement as 

well as the use of a smart grid suitable communication infrastructure establish the basis for medium-term ob-

servation and control challenges in the distribution grid. 
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